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Import the VMs provided in Herzing-Kali.ova and Herzing-Metasploitable.ova into Virtual Box.
The Kali Linux VM can be reused if you already have one, but make sure they both can
communicate through the Internal Network interface. Then, respond to all questions in your own
‘words, providing sereenshots of your work to support it.

Part A: Network communication

1. Check the network configuration of all interfaces in Metasploitable2.

2. Prove that both machines can communicate using ping, and troubleshoot if not, for you will
‘need network communication to succeed on this lab.

3. Open the Kali Linux browser and write the IP address of Metasploit2 to access various
application of Metasploitable2.

Part B: Looking around
4. Find out the default username and password of DVWA and login in the system. How do you
set the security level of DVWA to low? Do it. What are the other security levels that you can
set?
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5. Check whether FTP support is enabled or disabled in DVWA.

6. List out the hash functions supported by DVWA.

7. What is the version of OpenSSL? Find out browsing DVWA.
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Part C: Databases and applications
8. Where do you find the user credentials to sefup the database? Show the path browsing
DVWA's options.

9. In the Metasploitable2 command-line, execute the command below, where PATHCREDS is
the path you found out in the previous question. Show the four database variables.

cat /var/www/dvwa/PATHCREDS

10. The directory /var/www is known as the document root for the applications, such as DVWA.
List two other applications found.

11. Even if you do not have access to an application through the list found in #3, you can still
access it with hitp:/IPMT2/APPNAME, where IPMT2 is the IP addess of Metasploitable2
and APPNAME is one of the directories found in the previous question. Capture a
sereenshot of a web application other than those listed in #3.

Part D: Setting a database administrator password

As you could see in the question #9. the root user has no defined password. To access the databases
using phpMyAdmin, you will need to set one for oot but then the web application DVWA will stop
working until you modify the file referenced in #9.

12. From the command-line in Metasploitable2. execute “mysql -u root” to enter the MySQL
prompt (mysql>). Then, exccute the SQL statements below changing ROOTPWD for
whatever password you choose for root. Capture a sereenshot of the commands.

update mysql.user set password=PASSWORD(‘ROOTPWD?) where user="root’;
flush privileges:

exit
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13. You will need to edit the file mentioned in question #9 with either vi or nano. Add the root
password you choose between the quotes (there was nothing in it, so you will included the
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password), in the last database variable. Make sure you double check for typos before
applying changes. Show the content once modified.
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14. The changes are effective immediately. Now, from the browser in Kali, go again to DVWA
and make sure it still works. Finally, access phpMyAdmin from the web applications list. As
credentials, use root and the password you set. Capture a screenshot of the MySQL and Web
Server sections on the right.

15. What database on the left is used to store metadata information about other databases, their
tables and structure? What are the only two tables used by DVWA?

16. Ifyou try to access the web app Mutillidae, some errors are shown on top. Why do you think
that is happening? What the solution would be?

17.1f you check the referenced file in error in the previous question, it is using a variable
dbpass. but the variable is defined somewhere else. The right file to modify is
Iyar/www/mutillidae/config.in and it must use the database root password as well. Show
the file contents after the proper modification.

18. Check again the web app Mutillidae. Proof there are no errors this time.




