IT361: INFORMATION SECURITY LAB
ASSIGNMENT IV

Course Instructor: Dr. Dibyendu Roy Marks: 20
Instructions: Clearly write your name and roll number on the top of your C code. Program file name should

be YOUR ROLL NO.c

Write a single C code for the following problem. Let Alice and Bob are the two users and they have
agreed on cyclic group (Z,, x mod p) where p = 232 _ 5 with the generator g = 2.

1.
2.

3.

10.

11.

12.

13.

14.

15.
16.

17.

18.
19.

20.
21.
22.

Alice selects two large prime numbers p,, g, of 32 bits (input).
Alice computes n, = paqa and z, = ¢(ng).

Inside the code Alice finds e, such that ged(eq, zq) = 1.

. Inside the code Alice computes d, such that e;d, =1 mod z,.
. Alice makes (e4,n,) as his public key and (d,, pa, qq) as his secret key.

. Bob selects two large prime numbers py, g, of 32 bits (input).

Bob computes ny = ppqp and xp = ¢(np).

. Inside the code Bob finds e such that ged(ep, zp) = 1.

. Inside the code Bob computes dp such that epd, =1 mod xy.

Bob makes (ep,np) as his public key and (dy, pp, g») as his secret key.

Alice selects a random integer 0 < A < p and computes Diffie-Hellman (DH) public key K4 = g
(input A, print Ky).

Alice signs on his public key using his RSA secret key and sends signature S4 and DH public
key K 4 to Bob (print Sy4).

Bob selects a random integer 0 < B < p and computes Diffie-Hellman (DH) public key K5 = g”
(input B, print Kp).

Bob signs on his public key using his RSA secret key and sends signature Sg and DH public key
Kp to Alice (print Sp).

Alice verifies the Sp if verification passes then he computes K = g4? (print K).
Bob verifies the S, if verification passes then he computes K = g4 (print K).

Alice now selects a message of 64 bits and encrypts the message M4 using the below mentioned
Symmetric-Enc algorithm (input My).

Print the above generated ciphertext C' (print C').

Alice xor the least significant 32 bits of M4 with the most significant 32 bits of M4 and K to
generate the MAC, M AC4 (print M AC}).

Alice sends C, M AC 4 to Bob.
Bob decrypts C using K and recovers M4 after that verifies the M AC 4.

Print the output from the MAC verification algorithm from Bob’s side.



Symmetric-Enc:

It is a 16 round Feistel Network. For a 64-bit plaintext P and a 32-bit key K the encryption will
produce a 64-bit ciphertext. The key-scheduling algorithm and the round function are described below.

1. Key scheduling algorithm will generate the 16 many 32-bit round keys K;, 0 < ¢ < 15 as follows.

- K is the left circular rotation on (S1(Y0)||S1(Y1)]51(Y2)][S1(Y3)) for i times. Here K =
Yo||Y1||Y2]|Y3 and len(Y;) = 8 bits. S7 : {0,1}% — {0,1}® is the S-box described below and
S1(X) is computed according to the discussion in the class.

2. The round function f is defined as follows f : {0,1}%? x {0,1}3% — {0,1}32.

- f(Ri, K;) = S(R; © K;)
- §:{0,1}** = {0,1}*
- S(X) = (S (z0) || Sy (@) || Sy (2) | Syt (ws)) where X =g || @1 || @2 || o3, each a;

is of 8 bits and S; : {0,1}% — {0,1}8 is the S-box described is described below. S1(X) is
computed according to the discussion in the class.
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